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BEAMEX INFORMATION SECURITY POLICY  

 

Beamex management philosophy, supported by the Beamex Board of Directors and the Beamex 

owners, is “default to open” in terms of sharing information internally within Beamex Group. This 

philosophy allows Beamex to be agile, removes speculation, guessing, and most importantly enables 

lowering the decision making within the organization. On the other hand, this philosophy puts 

increased requirements on Beamex information security as every employee has a rather wide access. 

As a single severe breach has the potential to impact our customers’ trust in Beamex and our own job 

security, the Beamex guiding policy in terms of information security is built around the principles set 

forth in this Information Security Policy. 

 

By maintaining a ISMS Framework (Information Security Management System) we secure all elements of 

Beamex Group ensuring confidentiality, integrity, availability, authentication, non-repudiation and objectives 

for our Business Continuity. The SOP Information Security and BCP and the guidelines linked within define 

how this will be accomplished including the required roles and responsibilities. Within the ISMS framework, 

we perform the risk management processes, utilizing the same framework as we have outlined in our 

Enterprise Risk Management. 

 

Although we accept some risks by sharing our own data when performing our daily work, we must ensure 

confidentiality and privacy of our customers, partners and employee personal data. Our Data Protection Policy 

explains how to comply with GDPR and other applicable legislation, whereas AI Governance and Data 

Strategy for usage, automation and governance of data. At Beamex we utilize advanced technology and AI 

also for cybersecurity, but so do attackers. Eventually people are the last line of defense, therefore we 

continuously educate and reinforce that our employees understand the risks involved, establishing a human 

firewall. As in all areas of the management framework, continuous improvement is essential in ensuring a 

secure environment for our customers, partners and our employees.  

 

To succeed in our strategy and help our customers to comply with their security and regulations, we need to 

ensure that we provide secure products and services. The Secure Development Policy ensures that all 

applications, the development, architecture and the complete Beamex ecosystem of products and services 

are secure to use. Clean Desk Policy both in our offices and when we are doing remote work further ensures 

confidentiality and data protection. 

Governance 

The Director, ICT & Management Systems, supported by the Beamex ISMS, Data&AI and IT teams, is 

responsible for the implementation, monitoring and maintenance of this policy. The policy applies to the 

entire Beamex Group and is reviewed annually by the top management as part of the Management Review 

process to ensure its relevance, effectiveness and compliance with applicable legal and other requirements.  

https://eur03.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.beamex.com%2Fpolicies&data=05%7C02%7CMarko.Haapamaki%40beamex.com%7C4d1dbf4ea4df43768f9608de9c5ae65f%7Cdfdc0feca5fe4e32b3309f49f2dbad44%7C0%7C0%7C639120111400767652%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=WOjl%2FzhODa%2FgF%2FdGb2zO6HNTD5ni9OBTQOnKbq%2Bz%2FrY%3D&reserved=0
https://beamexpartner.sharepoint.com/sites/InformationSecurity
https://beamexpartner.sharepoint.com/sites/ManagementSystem/_layouts/15/DocIdRedir.aspx?ID=MGMT-1339884233-1627
https://beamexpartner.sharepoint.com/sites/EnterpriseRiskManagement
https://beamexpartner.sharepoint.com/:w:/r/sites/Legal_teams/Jaetut%20asiakirjat/General/GDPR/1%20-%20Beamex%20Oy%20Ab%20-%20Data%20Protection%20Policy%20-%20general%20instructions%20for%20processing%20personal%20data.docx?d=we536de5953c648f1846cf1d8987677fd&csf=1&web=1&e=7ZttdM
https://beamexpartner.sharepoint.com/sites/DataEnablement_Site/SitePages/AI%20Governance%20and%20Usage%20Guidelines.aspx?d=w128f765e5c7b4b6a9af218e33d70a5fe&csf=1&web=1&e=YIypUV&CID=44bc3886-83eb-4c6b-ae50-cc6ab3204565
https://beamexpartner.sharepoint.com/sites/DataEnablement_Site/SitePages/Data%20Strategy.aspx
https://beamexpartner.sharepoint.com/sites/DataEnablement_Site/SitePages/Data%20Strategy.aspx
https://beamexpartner.sharepoint.com/sites/ManagementSystem/_layouts/15/Doc.aspx?sourcedoc=%7BE702F47C-C883-4901-B93F-084E78794B97%7D&file=Secure%20Development%20Policy.docx&action=default&mobileredirect=true&DefaultItemOpen=1
https://eur03.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.beamex.com%2Fpolicies&data=05%7C02%7CMarko.Haapamaki%40beamex.com%7C4d1dbf4ea4df43768f9608de9c5ae65f%7Cdfdc0feca5fe4e32b3309f49f2dbad44%7C0%7C0%7C639120111400767652%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=WOjl%2FzhODa%2FgF%2FdGb2zO6HNTD5ni9OBTQOnKbq%2Bz%2FrY%3D&reserved=0
https://beamexpartner.sharepoint.com/sites/InformationSecurity
https://beamexpartner.sharepoint.com/sites/ManagementSystem/_layouts/15/DocIdRedir.aspx?ID=MGMT-1339884233-1627
https://beamexpartner.sharepoint.com/sites/EnterpriseRiskManagement
https://beamexpartner.sharepoint.com/:w:/r/sites/Legal_teams/Jaetut%20asiakirjat/General/GDPR/1%20-%20Beamex%20Oy%20Ab%20-%20Data%20Protection%20Policy%20-%20general%20instructions%20for%20processing%20personal%20data.docx?d=we536de5953c648f1846cf1d8987677fd&csf=1&web=1&e=7ZttdM
https://beamexpartner.sharepoint.com/sites/DataEnablement_Site/SitePages/AI%20Governance%20and%20Usage%20Guidelines.aspx?d=w128f765e5c7b4b6a9af218e33d70a5fe&csf=1&web=1&e=YIypUV&CID=44bc3886-83eb-4c6b-ae50-cc6ab3204565
https://beamexpartner.sharepoint.com/sites/DataEnablement_Site/SitePages/Data%20Strategy.aspx
https://beamexpartner.sharepoint.com/sites/DataEnablement_Site/SitePages/Data%20Strategy.aspx
https://beamexpartner.sharepoint.com/sites/ManagementSystem/_layouts/15/Doc.aspx?sourcedoc=%7BE702F47C-C883-4901-B93F-084E78794B97%7D&file=Secure%20Development%20Policy.docx&action=default&mobileredirect=true&DefaultItemOpen=1
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